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STUBENT ADVISGRY MEMGRANDUM

April 5, 2003
To: College Presidents
From: YWice Chancelor Fredeick P Schalier W
Rer Stadent Recovds Aceess Polioy and the

Farily Educational Rights and Privacy Act {"FERPA™ and USA Patriot Act

This memorandurm provides puidance on the requirements of federal and state faw and
Board of Trustees policy on access o sindent records, and supersedes Student Advisery
Momoranda 2000-4, 2000-3, as well ag the April 29, 2002 memorendim on the UISA Patriot
Act. The Board’s Stadent Records Access Policy requires the University and its colleges to be i
full comphance with the Federal Education Rights and Privacy Act {"FERPA,” also known as the
Buckley amendment), and provides for o student appeal procedurs to the General Connsel and
Vice Chaneellor for Legal Affzirs, sebiecd fo the approval of the Board Comnittee on Student
Affairs and Specisl Programs. FERPA provides that o stadent’s personally identifiable education
records may net be dizelosed without the student’s written consent, sxeept for directory
information and specific exceptions perznitted by FERPA. The purpose of this memoyanduy is
to review rocent changes and court decisions affecting FERPA, as well as to again circulate the
“Cruidelines For the Implementation of the CUNY Student Records Access Policy and FERPA,” a
copy of which iz enclosed. The important aspects of FERPA, incleding directory information
arxd emnergencies witl also be reviewed. '



As aresult of the cvenis of September 11, 2001, and the subseguent adoption by Congress
of anti-lerrovism legislation (USA Patriol Act), questions have arizsen ahout requests from law
enforcoment authorities for the education records of CUNY college studenis. We have been
deahing with stch reguests on 2 cage by case basis fo protect the medividual nehis of privacy of
our students and Taculty, while continming to help the nation in these thmes of great concam for
national security. 1n 1970, even bhefore FERPA was enacied, the Board adopied "Gudelines for
Access to Student and Faculty Records by Non-College Anthorities,” providing that student
records, "by their very nature, carry witls them ap assumption by the students that academic and
nov-academic records accwmalatcd during their attendance will be treated with te utmos
circimspection and prudence.” {Board Minutes, Febriary 24, 1970, Cal No. 3b)  The Board
policy provides that before the reloase of student or faculty records, notification should be
provided to the stodent or faculty mernber, the President, and the General Counsel, of the receipt
of the subpoena. I s imporiant that the Universily continae fo examme each request carefully to
insure consistency and compliance with FERPA, as well as with University poHeies,
Accordingly, if you recelve any such requests for student, faculty, or slaff records. please confact
me, Michael Solomon, or Lisa Ortly 2t this office.

The United States Supreme Cour! recently decided two major FERPA cases, the first such
Ot 934 2000, the Cout decided that peor g,raciif;g {pa"pert: sxchanged among students for
purpose of grading) does not violate FERPA, because at feast at that point of time the grades and

122 8. O 2268 {20602}, the Courl decided that FERPA does not create g private right of action
which can be mamiamed by an mdividual, As a result, the only pemalty for a FERPA violation
may be 2 loss of federal funds.

O the legislative side, FERPA was amended by the Campus Sex Crimes Preveniion Act
wiich requires regislered sex offenders (o report to the state anthorities cach colege at which
they are a student or eriplovee, and reguires colleges to notily the campus conununty where they
can find information on reguested sex offenders. The law amends FERPA 1o allow for the
redease of information relpted to the conviction of sex offenders whe are gudards, and is deqlt
with in more detail in a separate advisory on that subject

Bisclosure to Citv University and Coliege Officiais

A college may disclose porsonally :dentifizbie information from an education record of &
student without pnor consent if the disclosure 13 fo a college, Cendrad Office or Board of Trusiees
official, employee or agent, wharn the college has determined to have s lepithmate educational
terest 1n that student’s record.

1SA Patriet Act

The Uniting and Slrengthening Amearica by Providing Appropriste Toels Reguired o
Intercept and Obstruct Teronsm (CUSA Patriot™) Act of 2001, added a provision to FERPA
which cmpowers {he United States Attorney General {or any federal omployee of the rank of
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assistant attorney pencral or hpher, designated by the U8, Attomney General} to obiain 4 court
order for the proaduciion of education records, refevant to an investigation of tezronism, by
certifying to the court that there are “specific and articulable facts” giving reason o belleve that
the education records are Bkely 1o confain information relevant to the investigation and
prosecution of terrorism. Furthersmore, wder the USA Patriot Act, the 115, Attorney Generad
mav oblain s courl order for the confideniial production of sindent records, which could be
applicable to one 0F more campuses. Such an order supersedes the usual FERTPA requirements
regarding record keeping and stodent notification. If vou yeceive any court order pursuant 1o e
USA Patriot Act, please call this office mumediately, This statine, however, §id nol eliminate the
CUNY requirement for student notification. A student must still be notified wnless there is also 2
non-~disclosures order,

Linder the emergency provigion of FERPA, a college may disclose a student’s personally
wentifiehle information m connection with an emergency if such disclosure is necessmy 1o
profect health or safily. The FERPA regulations reguire that this excoption be “stiictly
gonstriaed,” The factors {0 be considered inclede: (&} the serrousress of the threat to health or
safety; {h) the nead for the information to meet the emergency: {¢} whether those to whom the
information is disclosed are in a position to deal with the smergency, and {d) the exfent to which
time 1y of the essence.  } you recetve such a reguest, please cali my office immediately. When
such a request is made, the college showdd obtain a written staternent from 2 law enforcement
officer that the informaiion 15 needed becanse of a soricus thieat to health or safety, and that time
is of the essence. A record must then be maintamed of the disclosure, bet notice need not be
given to the student.

Subpeenas

Law enforcemeni anthorities may also seel student informstion througlh lawiudly issued
subpoenas. When information 15 1o be disclosed pursuant to a sebpoeny, the eollege must notify
the student by matl five days in advance of compliance, unless a shorter notification penod is
authonzed by this office. Sometimes, for law enforeement purposes, sebpoenas will direct that
their confents not be discloscd to the student. (See below regarding Nop-Disclosure Order.}y
Such subpoenas may also be directed to more than one college en the same matter. Subpoeaas
for records which are served upon CUNY or its coileges must be stzmed by a judge (e, so
ordered), 1n sccordance with Section 2307 of the New York State Civil Practice Law and Rules
{CPLRY. While there are cerlnin exempions to the recurremerd {e.g., grand pury subpoenas), you
should contact this office whenever yvou reccive a subpocna. When college officials recerve
routie subpoenas (e.g., regligence or matthnonial matiers}, they should be fuxed to Lisa Oriiz in
this office for guidance. Any subpoenas which may relate to investigations info terrovism or
gther eriminal activitics, or & mmmigration mattors should be faxed 1o Michae! Solomon

The University's “Guidelines for the Implementation of the [Board s Student Reconds
Access Policy” {Allached, Section KNG, provide that where there i3 & judicial order or court-
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ordercd subpoena, the college must notily the student by mail of the subpoena five days in
advance of comphimcs, except a shorter period may be authorized by the General Counsel.
Generally, the only exceplion 15 when a conrt has ordered that the existence or the contents of the
gubpoena not be disclosed. ¥ you recerve a request not to disclose a subpoena, whether or net
there iz also 2 non~hHsclosure order, vou should contact Michae] Solomon of this office before
taking any action 10 tim over docurnents or to notify the student,

birectory Izformation

Some categories of stadent data constitute “divectory information” and ray be provided
o persons with 2 legilimate interest in such nformution, without an emergency determination,
coutt order, or subpoena. Direciory informaiion includes! 4 student™s name, attendance dates {not
daily records), address, telephone ninnber, date and place of bivth, photograph, e-muat! address,
full or part-time status, enrollment status (urdergradeate, graduate, ete,), level of education
{credits) completed, major field of study, degree enrolled for, participation m recognized
activiics and sports fleama), previons schools attended, and degrees, honors and awards
recetved. Dhrectory information does not inchaide: a student’s social secority samber,
identification number, class schedule, race or ethmicity, or a class rosler {register or list). Priorto
releasing any directory information, the college should check with the registrar whether the
student has filed a Directory Information Non-Disclosure Fonn prohibiting the release of such
information. If so, the college must follow the non-disclosure divective,

Sinee directory information records ave not protected fom disclosore by federal Jaw,
{these records are also subject fo being released pursuant to the State Freedom of Information Law
{FOILYL H i3 therefore mmportant {o notfy students about direclory information and of their right
to 1o a request with the Begistrar ned o have any pard of, or &ll, directory infommation released.
If 2 stndernt files such a request, the directory infonmation will siso not be released pursnant (o
FOIL because it s then prolocted by fodera! law, Altachment B to the Gaidelines 18 a Directory
Inforteation Non-Disclosure Forrn which should be made available to students at the Regisirar’s
office. Attachmeni E is the Noufication Under FERPA of Student Rights Coneerning Education
Eecords and Directory Information which must be provided 1o students in an annual publicalion
or other notification. Fmnphasis has been given in the FERPA notification to the student’s ripht
to object to the disclosure of directory inforiation. I also recommend that the college print a
copy of Altackment 1) in a2 regmstranon booklet and post il on vour wehsie.

Litigation By or Agaimst a Student

A stacdent’s records may be used i litigalion bronghs by the student spainst CUNY . or
Htigation cotwmnenced by CUNY against the student. FERPA also pernuts CUNY to provide
information to & Hurd party where the stedent has complained about his treatment by CUNY
(e, student writes to a legislalor complaming sbott a grade or dismissal).
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Soccial Secnrity Nombers

State Pducabion Law Section 2-b, which became effective July 1], 2001, prohibits the use
of sludent social security nunmbers for any public Wdentification purpoese, and itermzes four
common uses of social secunty aumbsrs as meeting thal definition: £1) the posting or public
tisting of grades; {2} placement on class rosters or other lists provided to teachers; (3} placement
o student idontification cards; and 4} use in student directories or simalar listings., With the
exception of class rosters winch are not publicly exculated, all of the enumerated uses are also
prohibited by FERIPA. The statite does not prohibi! use of a student’s social security number to
wdentify the student for internal record keeping prrposes. Colleges may continue to wse a
student’s social security mumber to wentify the student for internal purposes such as admissions,
financial sid and other functions where the social seourity number 15 used to frack smdents or lo
match the student’s records with those of other schools, colleges or govermnental agencies.

Records may not be released 1o 3 parent unless the student is a dependent of the parent as
defined in the Jaternal Revenve Code (Section 152}, A dependent student ia: {a) one who will
aot have atatned the age of 19 by the end of the calendar vear or (b) one for whom the parent(s}
provides more than one-half of the student’s support, not taking into sceot scholarship mones,
provided that the student 18 full-time for at least five months of the calendar year, A copy of the
parent’s fatest tax retorn may by roquested as dooinnentation.

Scle Possession of the Maker Records

This category of records ts not reguired to be disclosed to a student reguesting the same.
Such records are defined to be reconds that are kopt in the sole possession of the maker, are used
oty as a persons] memory aid, and are nod accessible or revenled fo sny other person except
temporary substitute for the maker of the records. These personal notes or “memory aids™ are the
omy reconds matntained by faculty members or administrators which do not have to be shown to
students npon request, Other ltrmted excephions such as letters of reference are discussed in the
Cetidelines,

FERPA Anpeals Officer

The College President destgnates a FERPA Appeals Officer, who may be the college’s
{.eeal Affars Designee, The FERPA Appeals Offreer will howr student appeals from the denial
of access 1o records, requests 1o correc] records, or the demal of other rights under FERPA. You
need to inform me of your designee as FERPA Appeals Officer only 11 18 13 someone other that
vour Legal Affaies Designee.

Federal Inguiries on Computer, Library, Voicemail, E-mail, Netwoerk Information, Etc.

The [I8A Pairiot Act 1s a long statute {more than 100 pages) with many provigions
regarding aceess by law enforcement agencics 1o difforent types of stored electronic information.
Manry of the provisions are amendments to statutes and are very techiical in naturs, Callthis
office ppmediately if vou receive any requests for such information.
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Facuity gnd S1aff Records

Safeguards for prvacy are also accorded to faculty and staff pursuant to Board and
Uiversity policy. Subpoenas should be {orwarded to this office; they should be ordered by a
court; and five days notice should be given o the employee prior fo comphance, uniess the court
has issued a non-disclosurs order.

Any guestions about the unplementation of FERPA in specific sttualions shouid be
addressed 1o this office.

Frcls,

e Chaneclor’s Cabingt
Chief Academic Officers
Chief Administrative Officers
Chicf Student Affars Officers
Legal Affairs Destgnees
Registrars
Chief Librarans
Chief Information Officers
Diepruty Chief Operating Officer
Eimversity Chief Information Oificor
Llibversity Prean for Ingtitutional Rescarch
University Divector of Public Safely
Universify Librarian
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